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Decision/action requested

It is proposed to endorse the content of this document.
2
Reference
[1]
S2-175311
“Update of 4G to 5G interworking handover with Nx interface”
[2]
S2-178125
“23.502 P-CR on idle mobility procedure from 4G to 5G with N26”
[3]
S3-172429
“Idle mode mobility from 4G to 5G”
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“Proposal for a new subclause 9.Y on interworking security in idle mode”
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Rationale

For security of interworking with N26, a number of decisions should be taken.
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Detailed proposal
The fact that the MME will be impacted for supporting interworking between 4G and 5G, e.g. understand the UE 5G capability, select the AMF and so on, has been referred by the apporved contribution [1] on SA2#122.
On SA2#123, the following methods are referred to handle the context request during idle mode mobility from 4G to 5G in [2]:
Solution 1: UE includes the TAU in the registration request message, so the AMF can take it out and sends the normal context request (including TAU) to the MME.

Solution 2: The AMF sends the registration request in the context request message to the MME.
Solution 3: The AMF sends the context request message to the MME without the TAU, and authenicates the UE after receiving the context from the MME.
For solution 1, SA2 assumes it minimizes the impact on MME, but it impacts on the UE. For solution 2, there is no impact on the UE, while the MME has to be upgraded to support verifiy the registration request. It is assumed by couple of companies in SA3 that solutions for both legacy MME and enhanced MME during interworking shall be considered especially at the initial stage of the deployment of 5G system, thus solutions such as [3], [4] and [5] mainly covers solution 1 and solution 2 from SA2. However, the solution designed for the legacy MME seems not a legacy scheme.
Observation 1: SA2 has confirmed that the impact on MME is inevitable on SA2#122, and refered to three solutions to handle the context request during idle mode mobility from 4G to 5G on SA2#123.

In [3], the MME is required to be able to verify UE’s Registration Request message using eKSI, 4G-GUTI and 4G-MAC even if it is a legacy MME. This is not a legacy scheme. Meanwhile, it impacts on the UE as well by making the UE add an extra 5G-KSI associated to native 5G-GUTI to the registration request message if the UE has visited the 5GC before. Once the AMF successfully verifies the registration request, it indicates this fact to the MME. If the AMF fails to verify the registration request, it shall includes the 4G-MAC and eKSI to the MME so that the MME can verify the integrity protection of the registration request message based on the current EPS security context identified by the eKSI. However, adding two KSIs in the registration request will impact the UE, and a compromised AMF can deliberately send context request message with a UE-validated tag to the MME in order to obtain the UE’s context.

Observation 2: The MME has to be able to verify UE’s Registration Request message even it is a legacy one during idle mode mobility from 4G to 5G.

Observation 3: It will have an impact on the UE if two KSIs are included in the registration request, and an abuse of UE-validated tag will risk the security of UE.

It is propsed in [5] that the MME is requested to verify the integrity of the NAS context transfer token (formed as an integrity protected LTE TAU Request message that includes the eKSI of the current EPS security context) using a mapped 5G security context during idle mode mobility from 4G to 5G, and this operation may only be performed by an enhanced MME. Meanwhile, the UE uses a mapped security context to protect initial uplink message both under 5G to 4G and 4G to 5G scenario which may be too early to perform the mapping in case the interworking fails.
Observation 4: The MME has to be able to verify the integrity of the NAS context transfer token using a mapped 5G security context, while a legacy MME may not support this without upgrading.
Observation 5: It may be too early to use a mapped security context to protect initial uplink message under 4G to 5G (and 5G to 4G) scenario.

The other problems for 4G to 5G solution in [3] can be found below: 1. the nounces generated by both the UE and AMF are also redundant since the KAMF mapped from KASME is already a fresh key; 2. KASME, instead of a new derived KAMF, will be sent to the AMF which may endanger the security of EPS if the target AMF is compromised.
Observation 6: The nounces generated by both the UE and AMF are redundant since mapped KAMF is already a fresh one during idle mode mobility from 4G to 5G.
Obersvation 7: Transmitting the anchor key to another system will endanger the security of the source system.
As per the above solutions for 5G to 4G, their also have problems. It is proposed in [4], the UE acts different when it sends a TAU request during idle mode mobility from 5G to 4G, which means the UE shall be able to identify whether the MME it is going to connect to has been upgraded or not. It is also proposed in [4] that both 4G-MAC and 5G-MAC shall be included in the TAU request if the UE has a current EPS NAS security context during the idle mode mobility from 5G to 4G. This may have an impact on the MME since it has to be able to identify the part that shall be forwarded to the AMF which is out of the capability of a legacy MME. 

Observation 8: UE has to differentiate whether the MME is a legacy one or an enhanced one when it sends a TAU request during idle mode mobility from 5G to 4G.
Observation 9: The MME has to be able to identify the part in the TAU request that shall be forwarded to the AMF during idle mode mobility from 5G to 4G, while a legacy MME may not support this without upgrading.
When we concentrate on the observation above and strive to work it out, we may have neglect the fact that once the MME is able to communicate with AMF via N26 interface, it is an enhaced MME. Actually, we can see most of the contributions work with the help of N26 interface. Since there is no interface between the AMF and SGW, when UE performs an idle mobility from 5G to 4G, the AMF will send the MME an empty address of SGW or an indication of reselection in the forward relocation request message. Thus, only enhanced MME can understand. Even when the interworking procedure happens without N26 interface in single-registration mode, the MME shall be upgraded to reject the TAU with a "Handover PDN Connection Setup Support" indication to the UE.
Observation 10: MMEs have been upgraded if they support N26 interface under which is exactly the scenario we are researching.
For the end of the discussion, the following agreement should be reached:
Proposal 1: MMEs are mandatory to upgrade for interworking if the above observations are taken into consideration.
Proposal 2: Native security context takes precedence over mapped security context in the target system, but the source system is always required to verify the UE with its native security context when it receives the context request message.
Proposal 3: The anchor key shall never be sent to the other system during the interworking procedure.
5
Conclusion
The following observations have been made:

Observation 1: SA2 has confirmed that the impact on MME is inevitable on SA2#122, and refered to three solutions to handle the context request during idle mode mobility from 4G to 5G on SA2#123.

Observation 2: The MME has to be able to verify UE’s Registration Request message even it is a legacy one during idle mode mobility from 4G to 5G.
Observation 3: It will have an impact on the UE if two KSIs are included in the registration request, and an abuse of UE-validated tag will risk the security of UE.
Observation 4: The MME has to be able to verify the integrity of the NAS context transfer token using a mapped 5G security context, while a legacy MME may not support this without upgrading.

Observation 5: It may be too early to use a mapped security context to protect initial uplink message under 4G to 5G (and 5G to 4G) scenario.

Observation 6: The nounces generated by both the UE and AMF are redundant since mapped KAMF is already a fresh one during idle mode mobility from 4G to 5G.

Obersvation 7: Transmitting the anchor key to another system will endanger the security of the source system.

Observation 8: UE has to differentiate whether the MME is a legacy one or an enhanced one when it sends a TAU request during idle mode mobility from 5G to 4G.
Observation 9: The MME has to be able to identify the part in the TAU request that shall be forwarded to the AMF during idle mode mobility from 5G to 4G, while a legacy MME may not support this without upgrading.
Observation 10: MMEs have been upgraded if they support N26 interface under which is exactly the scenario we are researching.
The folowing proposals are identified:
Proposal 1: MMEs are mandatory to upgrade for interworking if the above observations are taken into consideration.
Proposal 2: Native security context takes precedence over mapped security context in the target system, but the source system is always required to verify the UE with its native security context when it receives the context request message.
Proposal 3: The anchor key shall never be sent to the other system during the interworking procedure.
